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Main Contribution

A deductive method and an infrastructure for proving safety properties of
rewrite theories
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Main Contribution

A deductive method and an infrastructure for proving safety properties of
rewrite theories

m a proof system that reduces the verification task of proving stability
and invariance properties of concurrent rewrites to a first-order
equational inductive theorem proving task

m it can be applied to infinite-state systems and can assume infinite sets
of initial states

m the Maude Invariant Analyzer Tool (InvA) is an implementation in
Maude of the inference system above that can automatically
discharge many proof obligations without user intervention
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Motivation
The QLOCK Protocol

Signature

[assoc comm id: mt]
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Motivation
The QLOCK Protocol

Signature

Transitions
n, n': Nat Si, Sw, Sc : NatSoup Q : NatQueue

nSi|Sw| S| Q — Si|nSw| S| Q; (Mm@ nil)
Si|nSw | S| n@Q — Si|Sw|nSc|n@Q

Si|Sw |nSc | n@Q —> nSi|Sw]| S| QO
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Motivation
Mutual Exclusion in the QLOCK Protocol

Consider an initial state in which all processes are in state inactive. How
do we check that there is at most one process in the critical section at any
point of execution, i.e., that QLOCK satisfies the mutual exclusion property?

Transitions

n, n': Nat Si, Sw, Sc : NatSoup Q : NatQueue
nSi|Sw|S | Q —= Si|nSw| S| O, m@nil)
Si|nSw | Sc | n@Q —> Si|Sw|nSc|n@Q

Si|Sw|nSc | n@Q —> nSi|Sw| S| Q
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Proving Stability and Invariance Properties

Strenghtening of Invariants
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Rewrite Theories

In what follows, we assume R = (¥, E U A, R) is such that:

m the equations E are ground Church-Rosser, ground strongly
normalizing, and ground coherent w.r.t. R modulo A

m it is topmost, i.e., X has a topmost sort s and each rule
| — rif cond € R has I, r € Tx(X)s

m E and R can be conditional
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Rewrite Theories

In what follows, we assume R = (X, E U A, R) is such that:

m the equations E are ground Church-Rosser, ground strongly
normalizing, and ground coherent w.r.t. R modulo A

m it is topmost, i.e., X has a topmost sort s and each rule
| — rif cond € R has I, r € Tx(X)s

m E and R can be conditional
and let:
g =(X,EUA)
® Tx/eua be the initial algebra of £

mTr = (’Tz/EuA,iMz) be the initial reachability model of R
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State Predicates

We let I be a set of state predicates for R = (X, E U A, R), which are

equationally-defined in an equational theory &n = (Xn, E U AU Ep) such
that:
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State Predicates

We let I be a set of state predicates for R = (X, E U A, R), which are

equationally-defined in an equational theory &n = (Xn, E U AU Ep) such
that:

m X contains ¥, two sorts Bool < [Bool] with constants T and L of

sort Bool, predicate symbols P : s — [Bool] for each P € I, and
optionally some auxiliary function symbols
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State Predicates

We let I be a set of state predicates for R = (X, E U A, R), which are
equationally-defined in an equational theory &n = (Xn, E U AU Ep) such
that:

m X contains ¥, two sorts Bool < [Bool] with constants T and L of
sort Bool, predicate symbols P : s — [Bool] for each P € I, and
optionally some auxiliary function symbols

m the equations Ep define the predicate symbols in X and the auxiliary
function symbols, and they protect both £z and the theory BOOL
specifying the sort Bool, T, L, and the Boolean operations

m the equations E U Epy are ground confluent, ground strongly
normalizing, and ground coherent w.r.t. R modulo A
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Temporal Operators
Next (O)

Definition (Next)
Let P be a state predicate defined on the set of states of Tx:

m for t € Ty 4, we say that

TRt EOP < (VueTy)RFtDu = Enk Pu) =

m we define

Tr EOP «— (Vte Ts,) Tr,t = QP

-
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Temporal Operators
Always (OJ)

Definition (Always)
Let P be a state predicate defined on the set of states of Tx:

m for t € Ty 4, we say that

TRyt EOP <= (Vu€Tss)RFtS>u = &Enk Pu) =

m we define

TR EOP <= (Vte Tx,) Tr,t =0P

T
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Outline

Safety Properties
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Safety Properties
Main Idea

Safety Properties

We are interested in verifying safety properties of the form
Tr E = 0P

with / and P state predicates in [1. / denotes the set of initial states and
P is the invariant.
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Stability

For P a state predicate defined on the set of states of T, P-stability is
the safety property

Tr E P=0P
intuitively expressing that once P becomes true, it remains true forever.
Definition (Stability)
Let P € . We define P-stability for 7 as follows:

TREP=0P <+ (teTszs)énFP(t)=T="Tg,t=0P
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Invariance

For I and P state predicates defined on the set of states of 7y,
P-invariance from a set / of initial states is the safety property

Tr = 1=0P

intuitively expressing that once | becomes true, P is true forever.

Definition (Invariance)

Let /, P € . We define P-invariance from / for T as follows:

TrEI=0P — (MteTs,)énFI(t)=T = Tg,t=0P
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Mutual Exclusion for QLOCK

Predicates
nn': Nat Si, Sw, Sc : NatSoup Q : NatQueue
init : State — [Bool] mutex : State — [Bool]
init(Si | mt | mt | nil ) = set?(Si) mutex(Si | Sw | mt | Q) = T

mutex(Si | Sw | n| Q) = T
mutex(Si | Sw | nn'Sc | Q) = |
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Mutual Exclusion for QLOCK

Predicates
nn': Nat Si, Sw, Sc : NatSoup 0 : NatQueue
init : State — [Bool] mutex : State — [Bool]
init(Si | mt | mt | nil ) = set?(Si) mutex(Si | Sw | mt | Q) = T

mutex(Si | Sw | n| Q) = T
mutex(Si | Sw | nn'Sc | Q) = L

Mutual exclusion for QLOCK can be expressed by the invariant property

Tarock = init = Omutex
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Outline

Proving Stability and Invariance Properties
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The Proof System

The proof system comprises two groups of inference rules:

m reduction inference rules used to reduce stability and invariance
properties for T to properties of the form P = Q and P = OP

m descent inference rules used to reduce properties of the form
P = Q and P = (P for Tr to equational inductive reasoning in &£
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Reduction Inference Rules

For Stability and Invariance Properties

Theorem

For I, P € I state predicates defined on the set of states of Tr, the
following reduction inference rules are sound:

TRIZP:>OPST
Tr = P=0P

TrREI=P Tr = P=0P
Tr =1=0P

INnv
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Proving the Mutual Exclusion for QLOCK

Composing ST and INV for the mutual exclusion of QLOCK, we get:

Tarock = mutex = Omutex

Tquock = init = mutex Tarock = mutex = Omutex

Tqrock | init = Omutex
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Proving the Mutual Exclusion for QLOCK

Composing ST and INV for the mutual exclusion of QLOCK, we get:

?
? Tarock = mutex = Omutex
Tquock = init = mutex Tarock = mutex = Omutex

Tarock = init = Omutex
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Descent Inference Rules

Theorem
For P, Q € I state predicates defined on the set of states of T, the
following descent inference rules are sound:
Entina (Vx:8) Px)=T = Q(x)=T
Tr ): P=Q

EQ-D

{&€n Fina (Vy :8) (P() =T AC) = P(r) =T}Yisrit 0)er
REwW-D
TR EP= QP

v
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Streamlining REW-D
In the inference rule REw-D, how can we prove for | — rif C € R that

EnFina (VY :8) (P()=TAC) = P(r)=T?7?
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Key idea: 1-step narrowing with the predicate P in the condition!!!
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Key idea: 1-step narrowing with the predicate P in the condition!!!
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Streamlining REW-D
In the inference rule REW-D, how can we prove for | — rif C € R that

En Fina (Vy : S) (P(/) =TA C) = P(r) =T7

Key idea: 1-step narrowing with the predicate P in the condition!!!

m assume / and each v in P(v) = wif D € Ep are free constructor terms
modulo A

m then, for each ground substitution «, &n F P(la)) = T if and only if there is
P(v) = wif D € Ep and substitutions 6 and +, such that /0 =4 v0,
a=gua by, and EnF COYA DOy AWOy =T
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Streamlining REW-D
In the inference rule REW-D, how can we prove for | — rif C € R that

En Fina (Vy : S) (P(/) =TA C) = P(r) =T7

Key idea: 1-step narrowing with the predicate P in the condition!!!

m assume / and each v in P(v) = wif D € Ep are free constructor terms
modulo A

m then, for each ground substitution «, &n F P(la)) = T if and only if there is
P(v) = wif D € Ep and substitutions 6 and +, such that /0 =4 v0,
a=gua by, and EnF COYA DOy AWOy =T

m let CSUA(/ = v) be the set of most general A-unifiers of the X-equation
I=v

Then, we can streamline REw-D as follows:

{En Fina (Vran(0)) (COADOA WO = T) = P(rf) = T};’,g{i;vggg,gggcw,:v)
TR ': P = OP
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Strengthening of Invariants

Strengthening of invariants is an important technique for verifying safety
properties.

m a strengthening for 7z =/ = OP is a state predicate Q € I1 such
that 7 =/ = 0OQ and Q can be used to prove Tz = | = OP

m state predicate Q is the result of a gradual refinement of a too-weakly
defined P for which T |= I = OP cannot be proven directly using
the inference rules mentioned so far
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Strengthening Rules

Theorem

For I, J, P, Q € I state predicates defined on the set of states of Tr , the
following strengthening inference rules are sound:

TREI=J Tr EJ=0Q TR):Q:PSTRl
Tr =1=0P

TrREI=P Tr E1=0Q TR,ZQAP#OPST
Tr =1=0P

R2
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Strengthening for the Mutual Exclusion of QLOCK

Strengthening
nn': Nat Si, Sw, Sc : NatSoup 0 : NatQueue

aux : State — [Bool]
aux(Si | Sw | mt | Q) = set?(Si Sw)
aux(Si | Sw | n | n@Q) = set?(SiSwn)

aux(Si | Sw | nn'Sc | Q) = _|
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The Maude Invariant Analyzer
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InvA

Methodology

The InvA Tool is an interactive environment, implemented in Full
Maude, that assists in the task of proving stability and invariance
properties for Tr by generating equational subgoals

= InvA

Specification ® -

Proof
Obligations

; -3 > s‘(’d
: %) ' &,
1 . s
}Dro ert o
ey ITP )
Haude's lnductive ;;oga‘s;m;ggc;),
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InvA

Proving Tqrock = init = Omutex

Proof

Tarock E auz = Qauz
Tauock | init = aux Tawock = auz = Oaux Tauock | aux = mutex

Tarock E indit = Omutex
————————
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InvA

Proving Tqrock = init = Omutex

Proof

(analyze init(S:State) implies aux(S:State)
in OLOCK-PROPS .)
rewrites: 4265 in 10ms cpu (llms real)

Checking QLOCK-PROPS ||- init => aux ...

Proct om1tontions genataceds 1

s::z;zk;hqacmns discharged: 1 7EJLDCK ': aur = Oaux

Tauock | init = aux Tawock = auz = Oaux Tauock | aux = mutex

Tarock E indit = Omutex
————————
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InvA

Proving Tqrock = init = Omutex

Proof
(analyze-stable aux(S:State)
in QLOCK-PROPS QLOCK .)

rewrites: 42333 in 95ms cpu (100ms real)

(analyze init(S:State) implies aux(S:State) Checking QLOCK | |- aux => O aux
in QLOCK-PROPS .) Proof obligations generated: 12

rewrites: 4265 in 10ms cpu (1lms real) Proof obligations discharged: 12
Checking QLOCK-PROPS ||- init => aux ... Success!
Proof obligations generated: 1
Proof obligations discharged: 1
Success! 7QLDCK aur = aur

Tauock | init = aux Tawock = auz = Oaux Tauock | aux = mutex
Tarock E indit = Omutex

Meseguer (U of lllinois) | Proving Safety Props. of Rewrite Theories


http://camilorocha.info

InvA

Proving Tqrock = init = Omutex

Proof
(analyze-stable aux(S:State)
in QLOCK-PROPS QLOCK .)
rewrites: 42333 in 95ms cpu (100ms real)

(analyze init(S:State) implies aux(S:State)  Checking QLOCK |- aux => 0 aux ... (analyze aux(S:State) implies mutex(S:State)
in QLOCK-PROPS .) Proof obligations generated: 12 in QLOCK-BROPS .)

rewrites: 4265 in 10ms cpu (1lms real) ;:zz;z‘jh‘?am“ discharged: 12 rewrites: 10007 in 2lms cpu (22ms real)

Checking QLOCK-PROPS ||- init => aux ... Checking QLOCK-PROPS ||- aux => mutex ...

Proof obligations generated: 1 Proof obligations generated:

Proof obligations discharged: 1 O Proof obligations discharged: 3

Succese! Tqrock auxr = (aur Succese!

Tauock | init = aux Tawock = auz = Oaux Tauock | aux = mutex

Tarock E indit = Omutex
————————
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InvA

Proving Tqrock = init = Omutex

Proof
(analyze-stable aux(S:State)
in QLOCK-PROPS QLOCK .)
rewrites: 42333 in 95ms cpu (100ms real)

s . . - aux =>

(analyze init(S:State) implies aux(S:State)  Checking QLOCK ||- aux => 0 aux (analyze aux(S:State) implies mutex(S:State)
in QLOCK-PROPS .) Proof obligations generated: 12 in QLOCK-BROPS .)

rewrites: 4265 in 10ms cpu (llms real) ;:z:;i‘:l’gat“““s discharged: 12 rewrites: 10007 in 2lms cpu (22ms real)

Checking QLOCK-PROPS ||- init ,:> aux ... Checking QLOCK-PROPS | |- aux => mutex ...

Proof obligations generated: 1 Proof obligations generated: 3

Proof obligations discharged: 1 O Proof obligations discharged: 3

Succese! Tqrock auxr = (aur Succese!

Tquock = init = aux Tawock = auz = Oaux Tauock | aux = mutex
Tarock E indit = Omutex

A technical report, the InvA, and more examples are available at

http://camilorocha.info

Thank you!
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