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1 Introduction

In this final report, we summarise the scientific achievements of the European
project Provenance, its progress with respect to its stated objectives, and the
effort that project partners have put in place to exploit results. The project
adopted an iterative software-engineering methodology in order to capture re-
quirements that mattered to users [14, 15] and to design solutions that were
appropriate to them. Hence, we begin this report by presenting the benefits of
our proposed approach from an end user’s perspective, as illustrated by our fi-
nal evaluation (Section 2). We then review our achievements against contractual
objectives (Section 3), we summarise our dissemination activity (Section 4), we
explain our multi-track exploitation strategy (Section 5), we examine the added-
value for Europe (Section 6), before sketching some possible directions for future
work (Section 7).

2 A User’s Perspective on the Open Provenance

Architecture

The Provenance project has defined an open provenance architecture [16], an ar-
chitecture for provenance systems, based on an open data model, allowing explicit
documentation of past processes to be expressed, and a set of public interfaces
allowing the creation, recording and querying of such process documentation [17].
The Provenance project also produced a software implementation [35] of this ar-
chitecture, its integration with several Grid toolkits, as well as a series of tools
[25] operating against its open interfaces and data models. Such an approach
offers multiple benefits to the users who have interacted with a deployment of
the provenance architecture: in this section, we specifically examine the benefits
to medical users, users in the aerospace domain, IT practitioners and process
regulators.

Medical Users With an explicit representation of past processes, medical users
are able to visualise and inspect such past processes, navigating information using
visualisation tools according to their needs. This is an activity that they can-
not realistically perform with today’s technology, since it would require trawling
paper archives to reconstruct cases from collections of reports. Furthermore,
a complete computerisation of such paper archives would not directly address
this problem either, since reports do not explicitly contain the necessary links
to establish causal relationships between events, actions and decisions. It is the
contribution of the Provenance project to make such causal links explicit within
the execution context, hereby making them queryable and processable by user-
specific tools.
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Heads of medical units also benefit from such explicit representation of pro-
cesses, since they now have the possibility of making internal audits of processes,
so as to improve them. External auditing by medical authorities can now also be
undertaken, to review individual cases, but also to derive necessary statistics in a
reliable manner; such statistics may be of use internally for process improvement,
and externally for regulatory compliance. While families are not given direct ac-
cess to the system in our case study, they can be informed that the process is
monitored and can be audited by the appropriate authorities: while no new func-
tionality is available to families, they can gain better confidence in the medical
establishment.

Our application demonstrator, making use of the European Health Record
standard to exchange data, provides an integrated view of the execution of treat-
ment process across multiple institutions, potentially located in different coun-
tries, under national legislations. Such functionality becomes more and more
important in Europe due to trans-national population mobility resulting in pa-
tient records distributed in multiple countries. The provenance architecture gives
doctors a better view of the health profile of their patients, and can help them
provide better care.

Aerospace Engineering While existing workflow systems and engineering
simulation tools offer good logging capabilities, they typically do not capture
causal relations, as supported by our open process documentation. Hence, cur-
rently, it is difficult for engineers to understand, after the facts, which parameters
influenced simulation results. Since causal relations also facilitate comparisons
of two runs, a tool that highlights the difference between two executions was
shown in our evaluation [27] to be of use to engineers. Provenance also helps
reproducing results: it captures all the steps, parameters, configurations, inputs
and workflow details that led to such results, all of which can then be used for
replaying execution.

The distributed nature of the European aerospace industry is well illustrated
by the Airbus consortium, which consists of a federation of autonomous institu-
tions. To ensure the necessary quality control, audit is required to check that
design and manufacturing processes are compliant with the relevant regulations:
with process documentation, an explicit representation of processes that are dis-
tributed across multiple institutions can be captured and seamlessly analysed.
Within a given institution such as DLR, individual units adopt their own “stan-
dards” or “best practice”: explicit process representation allows management to
know what has been done. Process documentation is shown to be particularly
adapted to contexts where institutions adopt different IT infrastructures and
subcontracting is used.
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IT Practitioner For the IT practitioner, whether developer or system ad-
ministrator, the provenance architecture was given an industrial-strength focus.
Indeed, protocols and data models were conceived to be scalable and to allow for
scalable deployment of provenance stores by systems administrators. Provenance
stores also allow for scalable backend storage by making use of OGSA-DAI, and
by permitting clustering of the web service itself. From a security point of view,
the architecture allows for inter-operability with well-established industrial secu-
rity standards, and in particular WS-Security. From the outset, the architecture
was conceived to support multiple security domains so as to allow for federated
scenarios in healthcare and aerospace applications.

The success of the open provenance approach can also be measured by the
nature of the distributed development undertaken within the project itself. As
all partners (whether consumers or providers of process documentation) worked
against well-specified, open data models and interfaces, development was under-
taken in a distributed manner, allowing application developers to program tools
specific to their needs.

Process Regulator Companies are subject to a wide range of rules and reg-
ulations that apply directly to their internal operations and the products and
services they provide. Compliance to these regulations is essential for a company
to operate transparently and ethically in their particular markets. They are
required to prove compliance to the imposed regulations through internal and
external auditing activities. These auditing activities are usually manual where
the auditors sample and inspect the documentation generated by the company
being audited. This is both time consuming and potentially subject to error.
Applying the Provenance architecture and methodology to business processes as
they execute has the potential to improve the quality of the auditing activities,
streamline them, improve the transparency of a company’s compliance to the
regulations, and provide cost benefits which impact profitability. We have shown
that process documentation is particularly adapted for describing processes in
distributed environments, making use of different IT solutions, and involving
multiple institutions, possibly relying on outsourcing.

3 Achievements versus Scientific Objectives

As specified by the technical annex, the Provenance project aimed to design,
conceive and implement an industrial-strength open provenance architecture for
grid systems, and to deploy and evaluate it in complex grid applications, namely
aerospace engineering and organ transplant management.

In this section, we discuss the projects achievements against its stated scien-
tific objectives.

1. To specify the contents of provenance in relation to workflow enactment.
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The project has proposed a novel definition of provenance for process-oriented
computational environment, and has derived a data model for representing prove-
nance that is technologically-independent. While still addressing workflow enact-
ment, the Provenance project expanded its conception of provenance beyond
workflow enactment to include a variety of programming and distributed systems
styles. Concretely, this has allowed us and others to capture provenance in multi-
ple workflow-based systems, such as Triana, Active BPEL [85], the Grid Virtual
Data Toolkit [HPDC’05], Tent [67], but also in Java-based applications [69], and
other distributed technologies such as RSS [68]. The generic nature of our ap-
proach, and its suitability for a variety of distributed styles, is also highlighted by
our visualisation tools that can render enacted workflows graphically in multiple
forms [56, 52]. Importantly, to help application designers extract the relevant pro-
cess documentation to support their provenance query, the project has specified
a methodology [18], which guides them step by step, to make their applications
provenance aware. Such a methodology is the first of its kind.

2. To design and implement a scalable and secure distributed co-operation
protocol to generate provenance data in workflow enactment.

The project specified a recording protocol as the set of messages that applica-
tion components cooperatively exchange in order to document their execution,
whether workflow-based or not. Considerations of scalability and security in-
fluenced the design of the data model and protocol: the data model allows for
autonomous creation of process documentation, whereas the protocol supports
for their asynchronous recording, both promoting scalability [16]; cryptographic
techniques such as signatures and digest in documentation style allow for pre-
serving and verifying the authenticity of assertions [45].

3. To conceive and implement tools to navigate, harvest and reason over prove-
nance data, also in a scalable and secure manner.

Several tools have been designed and implemented, making use of the provenance
store query interfaces [43, 44], and analysing process documentation, to provide
added value to end-users, such as displaying past executions [56, 52], checking if
past executions satisfy some constraints [25], finding inputs to an execution [69],
identifying doctors involved in a case, or producing a textual narrative for an
execution. As part of the implementation and design of the tool suite, scalability
experiments have been undertaken on the analysis engine, and user access perfor-
mance for the portal. By means of the Client Side Library [36], secure access to
the provenance store [35] is ensured for tools in accordance to the overall security
architecture. Tools themselves can help specify security configurations for the
system [25].

4. To design and engineer a scalable and secure software architecture to sup-
port provenance generation and reasoning.
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In its technology-independent form, the architecture [16] addresses both scalabil-
ity and security: it specifies design patterns for alternative deployments of the
architecture, it supports linking of multiple provenance stores, and it explains
how multi-institutional deployments of the architecture can be achieved securely.
Our open specification effort [18] addresses general security considerations in its
various documents, in a similar manner to other standardisation proposals, but
specifically focuses on a secure profile for the p-structure [45] and securing of mes-
sages and store [42]. In terms of software implementation, the provenance store
deployed in the Globus Tookit GT4 can make use of Grid security specification
(such as WS-SecureConversation) [35], and allows for multiple store deployments
for scalability or in the presence of multiple security domains. The Client Side
Library [36] also built using the GT4 toolkit allows for secure communications
with the provenance store.

5. To deploy and evaluate the provenance system in two different grid appli-
cations, namely aerospace engineering and organ transplant management.

The reference implementation of the architecture was succesfully deployed and
integrated with the Aerospace [67, 28] and OTM applications [51, 31]. The evalu-
ations involving users [27, 30] demonstrated how the architecture offered capabil-
ities that were inexistent before. Furthermore, through the provenance challenge,
another deployment of the architecture was successfully undertaken in the context
of an FMRI (Functional Magnetic Resonance Imaging) workflow [69].

6. To propose a draft provenance specification for input to an open standard-
isation process thereby contributing to the standardisation efforts in this
area within the Grid and Web Services architecture domains.

The project has announced its open specification philosophy in a white paper
[76] and provided an extensive open provenance specification [40] to [50]. It fur-
ther contributed to the standardisation process by means of provenance scenarios
in the OGSA Data Scenario document [55]. The reference implementation is a
concrete realisation of this open specification, which was publicly released to the
community under the Common Public License, an open source license.

All our designs were based on a rigourous software engineering approach: we
captured requirements from a dozen different projects; we formulated these as
user [14] and technical [15] requirements; we designed an architecture, precisely
and systematically identifying design decisions and the requirements they satis-
fied; we contacted the requirements providers and discussed our design with them,
and iteratively improved our design; finally, deployments in concrete applications
and the write-up of the open specification led us to specify a provenance FAQ [61]
and clarify some architectural aspects. This allowed us to meet our contractual
obligations, and produced the deliverables specified in the technical annex [1] [2]
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[3] [4] [5] [6] [7] [8] [9] [10] [11] [12] [13] [14] [15] [16] [40] [41] [42] [43] [44] [45] [46]
[47] [48] [49] [50] [19] [20] [21] [22] [23] [24] [25] [26] [27] [28] [29] [30] [31] [32] [33]
[34] [35] [36] [37] [38] [39]. Also, these substantial results allowed to disseminate
the project outcomes and put exploitation strategy in place, as we now discuss.

4 Dissemination

In this section, we summarise the dissemination activities undertaken by partners
(allocating papers to the first author’s institution). Details can be found in the
project documentation.

Refereed Papers The project as a whole has published over 20 refereed pub-
lications in journals, conferences and workshops. Among them, we note two
magazines IEEE Intelligent Systems [75] and Communications of the ACM [75],
to ensure wide dissemination to IT professionals beyond the scientific research
community.

STA PSACE’06 [63], JOATC’07 (in prep.), IS’06 [66]
UWC WI’06 [56], MGSJ’07 (in prep.), MACE’06 [81], SISS’06 [82], IPAW’06 [89], CCGrid’06

[88, 83]
UPC IPAW’06 [51]
DLR IPAW’06 [67]
UoS AHM’05 [54], SEM’06 [79], CACM’07 [75], IPAW’06 [58, 86], CCPE’07 [78, 69], soft-

ware engineering journal (in prep. [18])
IBM ISJ’07 (in prep.)

Proceedings The project has taken the lead in organizing two international
provenance-related events (IPAW’06 and the first Provenance Challenge) and
has edited two proceedings respectively in the Springer series lecture notes [74]
and in a special issue of the Wiley Computation and Concurrency: Practice and
Experience journal [77].

UoS IPAW’06 [74, 53], Challenge’06 [77]

Position Papers Two position papers on standardisation and terminology
have also been made available to the community.

UoS Standardisation White paper [76], Tower of Babel [72]

Tutorials Provenance was mentioned or was the sole focus of several tutorials
organised by the project members.

UWC Europar’05, CCGrid’06
UoS Provenance Architecture Tutorial 06 [115]
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Teaching At two institutions, provenance has been introduced in the curricu-
lum, at the MSc level.

UWC CMP629, distributed multi-agent systems
UoS COMP6017, advanced topics on Web services

Talks The project has given a vast number of presentations at conferences but
also at multiple institutions in Europe and the US.

STA PSACE’06 [118]
IBM internal company presentations (approximately 20)
UWC WI’06, MACE’06, SISS’06, IPAW’06, CCGrid 06 (2x), VRE’06 [91]
UPC AHC’06 [117], IPAW’06 [116]
DLR IPAW’06 [95], ESTEC-DLR [113], DLR [94]
UoS Harvard’06 ([104] 2x), Chicago’06 [104], ISI’06 [106], IBM’06 [105], Birmingham’05

[98], Kent’06 [103], IAM’06 [99], Rennes’06, AHM’05 [96], SEM’06 [108], IPAW’06 [93,
114], Challenge’06 [97], HPC’06 [102], CT1 SC [107], GridAtWork’05 [101], ARW’05
[100]

Demos Besides internal demos to visitors, project partners have organised
demonstrations at the UK All Hands Meeting (AHM’06), with well over 600
participants.

UWC AHM’06 [92]
UoS AHM’06

5 Exploitation

In this section, we discuss exploitation activities that project partners have ini-
tiated.

Standardisation Route The Open Provenance Architecture is underpinned
by the Open Provenance Specification [17], which promises the industry and
the research community an open approach according to which new components
can be developed, shared and reused, while providing inter-operable provenance-
related functionality. A substantial effort has therefore been made by partners
to promote take-up of the approach. In particular, we note project presentations
to IT analysts, who wrote about the project [119, 129].

UoS Open Specification [40, 41, 42, 43, 44, 45, 46, 47, 48, 49, 50], AgentLink Roadmap
[122], Press releases [124, 123, 128, 125, 121, 127, 120]

IBM IT Analysts [119, 129]

Web site The Web Site is a major technique for disseminating all the public
project outputs widely. In order to ensure the durability of Provenance legacy,
we have acquired the domain name for ten years. Since October 1st, we have
registered the site with Google analytics to perform an analysis of the site users.
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We see that twiki.gridprovenance.org is accessed from Europe, US, China, Japan
and India (see Figure 1).

 Figure 1: Google Analytics Report

Grid and workflow toolkits To promote the wide use of the provenance
architecture, we have integrated (or are in the process of integrating) the archi-
tecture with several grid toolkits, demonstrating the technology independence of
the model, and the applicability of the architecture to multiple runtime environ-
ments. By making such work available to the community, we will facilitate take
up of the provenance approach and its available tools.

UWC Triana Integration
UoS Active BPEL [85]

Discussions with myGrid on integration of Taverna and Provenance [71]
Discussions with ISI on integration of Pegasus/VDT and Provenance

DLR DataFinder integration
Python binding for client-side library

IBM See confidential exploitation report

Other projects or applications During the lifetime of the project, partners
have applied the provenance architecture to other applications, are reusing it in
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the context of other projects, or have undertook case studies to other application
domains.

STA The EHCR subsystem of the provenance-aware OTM Application is used in the
K4Care project (www.k4care.net)
EHCR case study [65]

UWC Astrophysics application (Simulation of blackholes), using the Cactus toolkit [25]
Biodiversity case study [87]
Gravitational Waves case study [84]

UoS The Provenance Challenge’s Functional Magnetic Resonance Imaging workflow [69]
Exploratory Provenance Visualisation [52]
Investigation of relational storage model for provenance [62]
Provenance-aware RSS feeds [68]
Quality of Result analysis [59]
myGrid case study [71]
MIAS case study [70]

IBM See confidential exploitation report
Provenance and compliance case study [60]

DLR Datafinder Integration
AeroGrid proposal

6 European Added Value

The political nature of Europe as a confederation of States presents technolog-
ical challenges: these occur when trans-national organisations, whether virtual
or not, must be compliant with the respective national and regional laws of the
countries where some of their components are located, while still offering a co-
herent global behaviour. In particular, in applications where the analysis of past
processes is of prime importance, we cannot expect a single execution technology
to be used across all applications’ services; hence, there is a need for a common
model, independent of technology or institution, capable of describing previous
executions, and making explicit the causal dependencies between events and data
flows. Such a data model has been specified by the Provenance project in the
form of process documentation.

We have successfully demonstrated that such data model allows multiple
healthcare institutions, potentially distributed across countries (in the case of
EHCR), to express their past processes, while still retaining their own auton-
omy, and in particular their choice of technology. We have also established that
such a model would also be particularly well suited to capture and reason over de-
sign and manufacturing processes, across large-scale consortia such Airbus, where
subcontracting of activities takes place frequently.

In a smaller scale, the Provenance project has itself demonstrated how such
a common data model allowed and facilitated the distributed development of
complex, interoperable provenance-aware tools.

The activities of the project raised international awareness and brought prove-
nance to the forefront of the research agenda; it allowed European researchers
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to be seen as undertaking leading provenance-related research in the academic
and industrial community. We have created a new forum for discussion and
publication, in the form of the IPAW workshop series, and we have initiated the
Provenance challenge series, a community-driven activity to design inter-operable
provenance-aware systems.

Finally, the Provenance project has interacted with a number of other Eu-
ropean projects. Discussions with SIMDAT inspired us to specify a methodol-
ogy to make applications provenance-aware; we captured requirements from a
dozen of European projects; our Provenance tutorial was attended by members
of NextGrid, OntoGrid and DataMiningGrid. The Provenance Challenge has
also seen the participation of the Job Provenance team from EGEE. To pro-
mote awareness and support greater take up of Provenance with other European
projects, we co-organised a meeting at Helsinki on KnowledgeGrid. This meeting
was intended to demonstrate how provenance-related ideas could be used along-
side approaches being adopted by the DataMiningGrid, OntoGrid, and InteliGrid
projects.

7 Lessons Learned and Future Work

The Provenance project was on a very tight timetable, to capture requirements,
conceive a new open architecture, specify it, implement it, deploy it in concrete
applications and evaluate it, all this in just over two years, but as this final report
indicates, the project has successfully met and exceeded its stated objectives.

It is recognised that new technologies take a longer time to mature and be
adopted in a broad community. As a result, with the current provenance platform,
the partners have identified further work to be undertaken:

• Trust and confidence of information sources;

• Provenance in a network of pervasive devices with limited resources;

• Validation of processes in multiple domains (medical, etc.);

• Design of development tools to assist users in following the methodology to
build provenance-aware application;

• Novel visualisation techniques (3D immersion, etc) for very large prove-
nance stores;

• Adaptation of provenance to governance in agent-Mediated Electronic In-
stitutions;

• Provenance-aware data management infrastructure (not only on automatically-
run workflows but also on manually-performed data and process manage-
ment tasks);
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• Rules language for Regulatory Compliance with checking against captured
Provenance documentation.

The success of the approach is dependent on the existence of an open stan-
dard. IPAW and the Provenance Challenge have built a remarkable community
momentum, which should be exploited in the future to lead to a single set of
standards. Such momentum will be built upon by the definition of a second
challenge (with a workshop likely to be co-located with HPDC’07) and IPAW’08
(likely to take place in early 2008). The user community can also grow by de-
veloping further tools, meeting the needs of their end users, and by developing
provenance-aware applications in new domains.

In conclusion, the EU Provenance project has developed the infrastructure
and vision for the further development of Provenance systems that will be crucial
for European business and science going forward. It also has created an interna-
tional activity involving both academia and industry and concerned with issues
of interoperability between provenance systems.
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